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Introduction
Enterprise Income Verification (EIV) information will be used only to verify a
tenant's eligibility for participation in HUD's rental assistance programs and to
determine the level of assistance the tenant is entitled to receive. Data obtained
through the EIV system will be verified by appropriate third-party sources when
required by HUD regulations.
This manual will serve to describe Somerville Housing Authority's security
procedures put in place to safeguard the data downloaded from the EIV system.
The EIV system is used by the SHA to verify tenant income upfront by comparing
EIV data to the tenant income data obtained from various sources such as:
•
•

•
•

Income sources claimed by tenant in SHA records
Tenant-supplied income data recorded on HUD Form 50058 and
maintained in the Public Housing Information Center (PIC)
databases;
Wage information from the State Wage Information Collection Agencies
(SWICAs);
Social Security and Supplemental Security Income from the Social
Security Administration; and,

Security Officers
The Executive Director will appoint Security Officer(s) to supervise and enforce
the security procedures. The Section 8 and Public Housing Departments will
each have a Security Officer to supervise the use of the Enterprise Income
Verification System. Currently, the Section 8 Director and the Public Housing
Supervisor will serve in this capacity. These individuals may delegate this role in
writing to appropriate personnel with the Executive Director's approval. The
Security Officer's responsibilities include keeping EIV related records,
maintaining up to date security certifications, keeping policies and procedures up
to date, ensuring that staff are trained appropriately and of security compliance.
All staff who will be in contact with EIV data will be trained on the proper
procedures for the handling of files containing EIV data and a log of attendance
at training sessions will be maintained. Training will include a review of the
provisions and requirements of the HUD User Manual for Enterprise Income
Verification Systems, HUD Enterprise income Verification System PHA Security
Procedures and this policy These training sessions will be held both prior to staff
working with the EIV data initially as well as on an annual basis as an update.

The Security Officer Is responsible for the review of the list of approved User ID'S
on a quarterly basis. He/she will also ensure that the appropriate staff member
has signed a User Agreement.
Access to EIV data will be limited to persons whose duties or responsibilities
require access. The level of access will also be limited to the functional areas of
specific users as required. If there is any unauthorized use of the system, the
Security Officer will notify the Executive Director. The Executive Director or his
designee shall notify the HUD Field Office PIH Director of any unauthorized use
of the system.

Enterprise Income Verification Files
Information from the Enterprise income Verification website will be downloaded
only with a HUD Form 9886 Release Waiver, signed by each Household member
18 years of age or older, on file. The data, pertaining to only one family, will be
maintained in the tenant/participant file. This data will be maintained in the same
confidential manner as all tenant/participant data.
Security at the Main Office
The external entrance doors to the main office are secured through locked entry
ways, an electronic key pad access system, a security alarm system, and Public
Safety patrols. During normal operating hours, a receptionist greets all visitors
in the main building lobby verifying the identity of all persons and maintaining a
log of visitors with date, time, and name. Separate tenant file storage is located in
a walk-in safe which is secured at the close of business each day. In addition,
visitors are always escorted by SHA staff in all areas that may contain
confidential data. At 5:00PM, all entryways to the building are locked.
When working after hours, staff must access the building through a keypad
system. The SHA maintains records of all staff who gain access to the building
after business hours. Only staff with the need to be in the office beyond regular
working hours are permitted to use the key pad system to access the building.
Locks will be changed as needed when an employee leaves the SHA and
keypad codes changed in the system.
Security at the Public Housina Manaaer's Offices
The external entrance doors to all offices are secured through locked entryways
and a security alarm system. During normal operating hours, a staff person
greets all visitors from a reception desk near the office entrance. Visitors are
escorted by SHA staff in all areas that may contain confidential data.
After hours, authorized staff must access the management office with a key. The
SHA maintains records of all staff with a key to management offices.

Tenant/Participant

Files

Tenant Files are kept in metal cabinets within a walk-in safe The SHA will change
locks to facilities if it is determined that security of a facility may be at risk.
Access to tenanUparticipant files will be limited to persons whose duties or
responsibilities require access. Other persons requesting access to a
tenanUparticipant file will only be allowed access with an SHA staff person
present and after they have supplied the SHA with an appropriate written release
from the tenanUparticipant. Under no circumstances
will other persons be
allowed to view or obtain EIV information from the tenant file. EIV
information for dependents 18 or over will not be disclosed to the head of
household.
To ensure tenant confidentiality, any list or file containing more then one family's
income, will be maintained in a separate file in a cabinet in the Security Officer's
office. Files maintained by the Security Officer which contain EIV information will
be color coded or marked "Confidential." Computerized data will be handled in
the following manner:
•
•
•
•

Data downloaded from the Enterprise Income Verification system will not be
saved to a hard drive.
EIV data will not be saved to a disk or other media storage
Each leasing officer will have their own printer and will not send EIV data to
other office printers.
Printouts of EIV data will be collected from the printer immediately

Destruction of Enterprise Income Verification
Data
EIV data will be kept in accordance with the Somerville Housing Authority's records
retention policy. EIV data to be disposed of will either be burned or shredded. Any
miscellaneous or duplicate copies printed that must be destroyed prior to the
timeframe outlined in the records retention policy will also be shredded.

HUD Guidelines for Projecting Annual Income When
Upfront Income Verification (UIY) Data is Available
The following guidelines are provided to assist PHAs in consistently and uniformly resolving
income discrepancies.

*

HUD has established the criteria for what constitutes a substantial difference in cases where
UIY income data differs from tenant-provided and/or other verified income information. HUD
defines a substantial difference as one that is $200 or more per month.
DIV Income Data is Not Substantially

Different than Tenant-Provided

Income Information

UIY may alleviate the need for 3rd party verifications when there is not a substantial difference
between UIY and tenant-reported income.
In cases where UIY income data is not substantially different than tenant-reported income, PHAs
should follow guidelines below:
•

If UIY income data is less than current tenant-provided documentation, the PHA will .

1-- use tenant-provided documents to calculate anticipated annual income.
•

If UIY income data is more than current tenant-provided documentation, the PHA will
use UIY income data to calculate anticipated annual income unless the tenant provides
the PHA with documentation of a change in circumstances (i.e. change in employment,
reduction in hours, etc.). Upon receipt of acceptable tenant-provided documentation of
a change in circumstances, the PHA will use tenant-provided documents to calculate
anticipated annual income.

DIV Income Data is Substantially

Different than Tenant-Provided

Income Information

In cases where UIV income data is substantially different than tenant-reported income, PHAs
shall follow the guidelines below:
•

The PHA shall request written third party verification from the discrepant income
source, in accordance with 24 CFR 5.236(3)(i).

•

The PHA should review historical income data for patterns of employment, paid benefits,
and/or receipt of other income, when the PHA can not readily anticipate income, such as
in cases of seasonal employment, unstable working hours, and suspected fraud.

•

The PHA must analyze all data (UIV data, third party verification and other
documents/information provided by the family) and attempt to resolve the income
discrepancy.

•

The PHA will use the most current verified income data (and historical income data if
appropriate) to calculate anticipated annual income.
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Comments:
HUD recommends that tenant-provided documents should be dated within the last 60 days of the
PHA interview date.
If the PHA is unable to anticipate annual income using current information due to historical
fluctuations in income, the PHA may average amounts received/earned to anticipate annual
Income.
Note that if the tenant disputes UIV Social Security (SS)/ Supplemental Security Income (SSI)
benefit data, the PHA should request the tenant to provide the PHA with a current, original
Social Security Administration (SSA) notice or benefit letter within 10 business days of the PHA
interview date. The tenant may contact SSA at 1-(800) 772-1213 or visit their local SSA office.
Resources for Historical Income Data:
•

Social Security Earnings Statement (summary of gross earnings for each year that
the participant has worked in hislher lifetime) may be obtained from the Social
Security Administration. Request for this document may be done via mail or
online at www.ssa.gov

•

Two years of earnings may be obtained from the UIV System or local State Wage
Information Collection Agency (SWICA). This information is not available to
PHAs in States that the local SWICA has entered into an agreement with HUD to
obtain wage and unemployment compensation data.

•

Last eight (8) amounts of Social Security benefits paid to a participant (or
household member) may be obtained from the TASS or UIV system.

HUD Guidelines for Calculating Anticipated Annual Income When UIV Data is Available
January 2004
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Enterprise Income Verification (EIV) System
Rules of Behavior and User Agreement

HUD Office or Field
Office Name:

HUD Field Office Code:

(To be completed by HUD employees/contractors)

PHA Name:
(To be completed by PHA employees/contractors)

(e.g. I HBOS)

PHA Code:
(e.g. MD999)

A. Rules of Behavior
1. Introduction
The U.S. Department of Housing and Urban Development (HUD), Public and Indian Housing Real
Estate Assessment Center (PIH-REAC) is actively involved in implementing and maintaining
Office Departmental policies and procedures to keep PIH-REAC Systems secure from unauthorized
access and inappropriate use. In compliance with various security-related Federal laws and
regulations, PIH-REAC created these of rules of behavior for the Enterprise Income Verification
(EIV) system. This document was created to ensure that EIV system users comply with HUD and
PIH-REAC security policies. In addition, this document ensures that system accounts remain secure
and are used in the appropriate manner.
PIH-REAC may grant limited system access to users (e.g. HUD employees, contractors,
clients/customers, and program participants) who have a need to utilize the PIH-REAC information
resources. EIV resources are for official use only. As a condition of receiving access, you are
required to understand and abide by the HUD and PIH-REAC's EIV system security policies and
procedures. The purpose of these policies and procedures is to safeguard the PIH-REAC's valuable
information resources.
All EIV users must adhere to the Rules of Behavior outlined in this document. The rules clearly
delineate responsibilities of, and expectations for, all individuals with access to the EIV system.
Non-compliance with these rules will be disciplined through sanctions commensurate with the level
of infraction. This may include removal of system access for a specific period of time or termination
depending on the severity of the violation. See Section B for potential civil and criminal penalties.
2. Responsibilities
The System Owner is responsible for ensuring that an adequate level of protection is afforded to the
EIV system through an appropriate implementation of technical, operational, and managerial
security controls.
EIV system users are responsible for the protection of passwords, information, equipment, systems,
networks, and communication pathways to which they have access. All HUD computer resources
including hardware, software, programs, files, paper reports, and data are the sole property ofHUD.
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3. Other Policies and Procedures
The Rules of Behavior do not replace existing HUD or PIH-REAC policy, rather they are intended
to enhance and further define the specific rules each user must follow while accessing the EIY
system. The rules are consistent with the policy and procedures described in the following security
documents:
HUD Security Program Policy The policy, HUD Handbook 2400.25, Rev. 1 dated May 2005,
prescribes responsibilities, practices, and conditions that directly or indirectly promote security in
the development, operation, maintenance, and support of all HUD IT resources.
4. Application Rules
The Web Access Security System (W ASS) user identification (userID) and password issued to you
are to be used solely in connection with the performance of your responsibilities in support of
HUD's mission and may not be used for personal or private gain. You agree to be responsible for
the confidentiality of the assigned information and accountable for all activity with your userID.
Furthermore, you agree that you will not provide this confidential userID/password to another user
during employment and upon leaving the employment of the Department. Additional rules of the
EIV system are as follows:
System Access (on-site only) - Users are required to use only approved HUD software, software
settings, and comply with vendor software license agreements. Users are allowed to access the
system only using the mechanisms specified by PIH-REAC.
Unofficial use of government information - Users must be aware that personal use of information
resources is prohibited. EIY data is personal information covered by the Privacy Act and penalties
apply to the misuse of that data.
Information protection - Users must avoid leaving system output records or reports unattended or
unsecured. Users should lock the computer or log-out of the system when leaving work areas
unattended. Users shall not violate Public Law 93-579, Privacy Act of 1974, which requires
confidentiality of personal data contained in government and contractor data files. Users should
back up their data, test the data backups, and securely store the data in accordance with PIH-REAC
policy.
Use of passwords - User passwords and userIDs are for your individual use only and are
confidential HUD information. Users are required to change passwords every Rdays. Users are
encouraged to avoid creating passwords that can be easily associated with.
Svstem privileges - Users are given access to the system based on a need to perform specific work.
Users shall only access the information for which they are authorized.
Individual accountability - Users shall be held accountable for their actions while accessing the
system. Be aware that all computer resources are monitored and audited.
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Incident Response - Users should contact their supervisor and the PIH-REAC
immediately regarding any suspected violation or breach of system security.

Security Officer

B. User Agreement
I have read the above policy regarding system security awareness and practices when accessing
PIH-REAC's information technology resources. I understand the policies and procedures as set
forth above, and I agree to comply with these requirements as a condition of being granted limited
access to the Enterprise Income Verification System and data.
As an authorized user of the Enterprise Income Verification System, I understand the information
obtained may only be used for official HUDIPHA business. I understand that only authorized HUD
or PHA employees may access, disclose, inspect and use up front income verification (UIV) data.
I also understand that willful unauthorized
penalties. The penalties are as follows:

•

Unauthorized disclosure can result in a felony conviction and a fine of up to $5,000
and/or imprisonment

•

inspection of UIV data can result in civil and criminal

up to five (5) years, as well as civil penalties .

Unauthorized inspection of UIV data can result in a misdemeanor penalty of up to
$1,000 and/or one (1)-year imprisonment, as well as civil damages.

I understand that my user ID and password are to be used only by me. Under no circumstances will
I reveal or allow use of my password by another person. Nor will I use another person's password
and user ID.
I understand and agree to follow all HUDIPHA standards, policies and procedures.

EIV System User's Name
(Signature)

EIV System User's Name
(Print)

Date

Copy - File

Revised September 2005
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Enterprise Income Verification (EIV
System
Attention
EIV System

5.0

EIV Users!

Release

In preparation for the installation of the EIV System 5.0
release, the system will not be available from:
Friday, March 10, 2006, 6:00 p.m., EST through
Monday, March 13, 2006, 5:00 a.m., EST.
What's

New in the EIV System 5.0 Release?

Scheduled Release Date: Monday, March 13, 2006
~ Integrate the TASS application
~ Expand the coverage by providing access to PHAs in
the Move To Work (MTW) program
~ New pagination and sorting framework
~ New Navigation framework for both PIH and MF
Housing users
The detailed

summary

of chanqes

Grants
Notices, rules
Library
Forums

&

regulations

Online systems

HUD news
Homes
Communities
Working with HUD
Resources
Tools
Webcasts
Mailing lists
Contact us
Help
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For uninterrupted
certified before

EIV access, PIH users need to be

04/30/06

~ Remember to re-certify EIV users who had EIV access
on March 31, 2006 before April 3D, 2006.
~ The User Administrator is the only person that can recertify users.
~ Failure to do so will result in termination of EIV access
on April 30, 2006.
~ Double click on the User Certification
link.
~ Click on the List Users button.
~ A list of users that require re-certification
will be displayed.
~ The User Administrator should confirm that any user
to be re-certlfled has a signed copy on file of the EIV
Access Authorization form and the EIV Rules of
Behavior or the recent form that combines the two.
~ You may stili re-certify users after the deadline.
Deactivated accounts will be reactivated upon
recertification.
If you have any questions, please contact the UIV
Coordinator at your local HUD Field Office.
(Updated: March 10, 2006)
EIV users must use WASS IDs and access to EIV
through WASS. Although PIH has posted an
announcement that PIC users may continue to use WASS
IDS, we wish to avoid confusion. Since the release of EIV

http://www. hud.gov/ offices/pih/programs/ph/rhii p/uivsystem.cfm
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4.0 in September 2005, EIV PIH program users no longer
are able to use their PIC IDs in EIV.
For PIH program users the only means of accessing EIV is
via a WASS ID that (1) has been assigned the EIV action in
WASS by a WASS Administrator, (2) had that WASS ID
authorized in PIC User Administration, and (3) been
assigned a role in EIV by an EIV User Administrator. * PIC
IDs will not be recognized in WASS as being valid for access
to EIV. Even though continued use of PIC IDs has been
authorized in PIC, for a new user to be established in EIV,
that user's WASS ID must be processed in PIC before it is
accessible in EIV's User Administration module.
As before, access to WASS for internal (HUD) users is at:

httDS:llwwwll.hud~smaster/b_d

index.efm

Access for PHA users is at:

htt~s:llwwwll.hud.g~)V/hud

sy_stems/bd

index.cfm

*

For PHA users, the PHA's EIV User Administrator must
request the assignment of a role and the Field Office User
Administrator must authorize that role within EIV's User
Administration module.
(Updated: Sep. 19/ 2005)

The purpose of HUD's EIV System is to make integrated income data a\
from one source, via the Internet, for PHAs to use to improve income v
during required income reexaminations. EIV provides the following infol
1.
2.
3.
4.

Monthly employer new hires
Quarterly wages (including employer information)
Quarterly unemployment compensation
Monthly social security (55) and supplement security income (55.

The EIV System is available to all PHAs nationwide. HUD strongly enCOl
PHAs to use and implement the EIV system in their day-to-day operatic
should contact the UIV Coordinator at their local HUD field office for f
information on obtaining access to the EIV system.
Benefits of the System
•
•
•
•

Increases the efficiency and accuracy of income and rent determi
Reduces incidents of underreported and unreported household in<
Removes the barriers to verifying tenant-reported
income
Addresses material weaknesses in a PHA's reexamination process
program operations
• Assures that more eligible families are able to participate in the p
EIV System Uses and Capabilities
• Provides new hire, wage, unemployment compensation, and Socii
benefit information through a data matching process for househo
by a HUD-Form 50058
• Allows PHAs to view monthly new hire information, quarterly wag
employer information, quarterly unemployment benefit payments

httn' //www

hl](i

(Jnv/nffices/nih/nroQrams/Dh/rhiiD/uivsvstem.cfm
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Do You Realize ...
If you commit fraud to obtain assisted housing from HUD, you could be:
•

Evicted from your apartment or house.

•
•
•
•

Required to repay all overpaid rental assistance you received.
Fined up to $10,000.
Imprisoned for up to five years.
Prohibited from receiving future assistance.

•

Subject to State and local government

penalties.

Do You Know ...
You are committing
information.

fraud if you sign a form knowing that you provided

false or misleading

The information you provide on housing assistance application and recertification forms
will be checked. The local housing agency, HUD, or the Office of Inspector General will
check the income and asset information you provide with other Federal, State, or local
governments and with private agencies. Certifying false information

is fraud.

So Be Carefu I!
When you fill out your application and yearly recertification for assisted housing from
HUD make sure your answers to the questions are accurate and honest. You must include:
All sources of income and changes in income you or any members of your household
receive, such as wages, welfare payments, social security and veterans' benefits,
pensions, retirement, etc.
Any money you receive on behalf of your children,
payments, social security for children, etc.

such as child support/ AFDC

Any increase in income, such as wages from a new job or an expected pay raise or
bonus.
All assets, such as bdnk accounts, savings bonds, certificates of deposit, stocks, real
estate, etc., that are owned by you or any member of your household.
All income from assets, such as interest from savings and checking accounts, stock
dividends, etc.
Any business or asset (your home) that you sold in the last two years at less than full
value.
The names of everyone, adults or children,
with you and make lip your household.

relatives and non-relatives,

who are living

(Important Notice for Hurricane Katrina and Hurricane Rita Evacuees: HUD's
reporting requirements may be temporarily waived or suspended because of your
circumstances. Contact the local housing agency before you complete the housing
assistance application.)

Ask Questions
If you don't understand something on the application
questions. It's better to be safe than sorry.

or recertification

forms, always ask

Watch Out for Housing Assistance Scams!
•

Don't pay money to have someone fill out housing assistance application
recertification forms for you.
Don't pay money to move up on a waiting list.
Don't pay for anything that is not covered by your lease.
Get a receipt for any money you pay.

•
•
•
•

and

Get a written explanation if you are required to pay for anything other than rent
(maintenance or utility charges).

Report Fraud
If you know of anyone who provided false information on a HUD housing assistance
application or recertificdtion or if anyone tells you to provide false information, report that
person to the HUD Office of Inspector General Hotline. You can call the Hotline toll-free
Monday through Friday, from 10:00 a.m. to 4:30 p.m., Eastern Time, at 1-800-347-3735.
You can fax information to (202) 708-4829 or e-mail it to Hotline@hudoig.gov.
You can
write the Hotline at:
~"
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Social Security (55) and Supplemental Security Income (551) ber
Medicare deductions and/or buy-ins for tenants within the PHA's j
• Provides income discrepancy reports to identify families who may
substantially underreported household income
• Helps deter housing fraud

o
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U.S. Department of Housing and Urban Development
451 7th Street S.W., Washington, DC 20410
Telephone: (202) 708-1112 TTY: (202) 708-1455
Find the address of a HUD office near vou

httn' //www.hud_(Jov/offices/nih/nroQrams/oh/rhiio/uivsvstem.cfm
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